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NO.1 Examine this PAC file configuration.

Which of the following statements are true? (Choose two.)
A. All requests not made to Fortinet.com or the 172.25.120.0/24 subnet, have to go through
altproxy.corp.com: 8060.
B. Any web request fortinet.com is allowed to bypass the proxy.
C. Any web request to the 172.25.120.0/24 subnet is allowed to bypass the proxy.
D. Browsers can be configured to retrieve this PAC file from the FortiGate.
Answer: B,D

NO.2 Which two statements are correct about SLA targets? (Choose two.)
A. SLA targets are used only when referenced by an SD-WAN rule.
B. You can configure only two SLA targets per one Performance SL
C. SLA targets are optional.
D. SLA targets are required for SD-WAN rules with a Best Quality strategy.
Answer: A,C
Reference:
Fortigate Infrastructure 7.0 Study Guide P.81

NO.3 An administrator wants to configure Dead Peer Detection (DPD) on IPSEC VPN for detecting
dead tunnels. The requirement is that FortiGate sends DPD probes only when no traffic is observed in
the tunnel.
Which DPD mode on FortiGate will meet the above requirement?
A. On Demand
B. On Idle
C. Enabled
D. Disabled
Answer: B

NO.4 Which statement about the policy ID number of a firewall policy is true?
A. It changes when firewall policies are reordered.
B. It defines the order in which rules are processed.
C. It represents the number of objects used in the firewall policy.
D. It is required to modify a firewall policy using the CLI.
Answer: D
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NO.5 Refer to the exhibit.

The exhibits show a network diagram and the explicit web proxy configuration.
In the command diagnose sniffer packet, what filter can you use to capture the traffic between the
client and the explicit web proxy?
A. 'host 10.0.0.50 and port 8080'
B. 'host 192.168.0.2 and port 8080'
C. 'host 10.0.0.50 and port 80'
D. 'host 192.168.0.1 and port 80'
Answer: B

NO.6 An organization's employee needs to connect to the office through a high-latency internet
connection.
Which SSL VPN setting should the administrator adjust to prevent the SSL VPN negotiation failure?
A. Change the idle-timeout.
B. Change the login timeout.
C. Change the udp idle timer.
D. Change the session-ttl.
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Answer: B
Explanation:
FortiGate_Security_7.0 page 607

NO.7 FortiGuard categories can be overridden and defined in different categories. To create a web
rating override for example.com home page, the override must be configured using a specific syntax.
Which two syntaxes are correct to configure web rating for the home page? (Choose two.)
A. example.com
B. www.example.com
C. www.example.com:443
D. www.example.com/index.html
Answer: A,B
Explanation:
FortiGate_Security_6.4 page 384
When using FortiGuard category filtering to allow or block access to a website, one option is to make
a web rating override and define the website in a different category. Web ratings are only for host
names- "no URLs or wildcard characters are allowed".

NO.8 To complete the final step of a Security Fabric configuration, an administrator must authorize
all the devices on which device?
A. FortiManager
B. Downstream FortiGate
C. FortiAnalyzer
D. Root FortiGate
Answer: D

NO.9 Which downstream FortiGate VDOM is used to join the Security Fabric when split-task VDOM
is enabled on all FortiGate devices?
A. Root VDOM
B. Global VDOM
C. Customer VDOM
D. FG-traffic VDOM
Answer: A

NO.10 Why does FortiGate keep TCP sessions in the session table for some seconds even after both
sides (client and server) have terminated the session?
A. To remove the NAT operation.
B. To generate logs
C. To allow for out-of-order packets that could arrive after the FIN/ACK packets.
D. To finish any inspection operations.
Answer: C

NO.11 A FortiGate is operating in NAT mode and configured with two virtual LAN (VLAN) sub
interfaces added to the physical interface.
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Which statements about the VLAN sub interfaces can have the same VLAN ID, only if they have IP
addresses in different subnets.
A. The two VLAN sub interfaces can have the same VLAN ID, only if they belong to different VDOMs.
B. The two VLAN sub interfaces must have different VLAN IDs.
C. The two VLAN sub interfaces can have the same VLAN ID, only if they have IP addresses in
different subnets.
D. The two VLAN sub interfaces can have the same VLAN ID, only if they have IP addresses in the
same subnet.
Answer: B
Explanation:
FortiGate_Infrastructure_6.0_Study_Guide_v2-Online.pdf -> page 147
"Multiple VLANs can coexist in the same physical interface, provide they have different VLAN ID"

NO.12 Which Security rating scorecard helps identify configuration weakness and best practice
violations in your network?
A. Automated Response
B. Fabric Coverage
C. Security Posture
D. Optimization
Answer: C
Reference:
Description of the three major scorecards is seen in Security fabric > Security rating>Security posture.
Security Posture Identify configuration weaknesses and best practice violations in your deployment.
Fabric Coverage Identify in your overall network, where Security Fabric can enhance visibility and
control. Optimization Optimize your fabric deployment.

NO.13 Which two statements about SSL VPN between two FortiGate devices are true? (Choose two.
)
A. The client FortiGate uses the SSL VPN tunnel interface type to connect SSL VPN.
B. Server FortiGate requires a CA certificate to verify the client FortiGate certificate.
C. The client FortiGate requires a client certificate signed by the CA on the server FortiGate.
D. The client FortiGate requires a manually added route to remote subnets.
Answer: A,D
Explanation:
https://docs.fortinet.com/document/fortigate/6.2.9/cookbook/266506/ssl-vpn-with-
certificateauthentication

NO.14 Which type of logs on FortiGate record information about traffic directly to and from the
FortiGate management IP addresses?
A. Forward traffic logs
B. Local traffic logs
C. Security logs
D. System event logs
Answer: B
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NO.15 A team manager has decided that, while some members of the team need access to a
particular website, the majority of the team does not.
Which two configuration changes are the most effective way to support this requirement? (Choose
two.)
A. Implement a firewall policy with authentication for the specified users.
B. Implement web category authentication for the specified website using a web filter profile.
C. Implement web filter quotas for the specified website.
D. Implement a DNS filter for the specified website.
Answer: A,B
Explanation:
https://docs.fortinet.com/document/fortigate/6.2.0/new-features/366920/web-filtering
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