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NO.1 You just scanned an application with over total 10,000 findings. Many of the findings are in a
particular API, which you know is not vulnerable.
Without re-scanning the application, what should you do to reduce the number of visible findings in
the assessment?
A. Create a custom rule.
B. Create a custom filter.
C. Set the severity of each finding to Info.
D. Set the vulnerability type of each finding to null.
Answer: D

NO.2 To scan JavaScript included within an ASP.NET application, which additional steps must be
completed to ensure these artifacts are scanned?
A. Create a C# project type
B. Import the Visual Studio Solution
C. Build a build.xml file and add it to the application project
D. Manually create a JavaScript project type and add it to the application
Answer: B

NO.3 Which two languages can be scanned by the AppScan Source CLI?
A. C++
B. Java
C. Fortran
D. Haskell
E. ActionScript
Answer: A,B
Reference:https://www01.ibm.com/support/knowledgecenter/SSS9LM_9.0.0/com.ibm.rational.apps
cansrc.install.d oc/topics/system_requirements_language_support.html?cp=SSS9LM_9.0.0%2F1-2-
00&lang=en

NO.4 You are reviewing a thick client application and come upon File Injection findings in a function
that opens zip files and extracts data from them, but the customer you are working with tells you
that the data is sanitized using a method mySanitizer.validateZip(..). You confirm this and decideto
remove this vulnerability and other File Injection findings with sanitized data using the Remove
functionality of the Trace section in the Filter Editor.
What do you need to do in the Trace Rule Entry dialog to ensure that the rule you create applies only
to this application's zip extractor and not all File Inclusion findings?
A. Specify Sink method name.
B. Specify File Inclusion as Sink property.
C. Specify File Inclusion as Source property.
D. Add validateZipO to the Required Calls section.
E. Add validateZipO to the Prohibited Calls section.
Answer: B
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NO.5 You are reviewing an online shopping application and find a lost sink method called
combineltemListsf..,) that is provided by a third-party shopping framework. This method combines
two lists of items (provided as arguments) into one.
Which type of custom rule do you need to create for this method?
A. Sink
B. Source
C. Taint Propagator
D. Tainted Callback
E. Not Susceptible to Taint
Answer: C
Reference:http://pic.dhe.ibm.com/infocenter/appsrc/v8r5/index.jsp?topic=%2Fcom.ibm.ratio
nal.appscansrc.security.doc%2Ftopics%2Fcustomizing_the_db_rules_wizard.html

NO.6 What is the best practice for scanning an Android application?
A. Import Workspace, Scan Application
B. Install Eclipse IDE, Scan Application
C. Add JAVA files manually, Add Dependencies. Scan Application
D. Verify build succeeds in Eclipse. Import Workspace, Scan Application
Answer: C

NO.7 What is the difference between AppScan Source Developer and AppScan Source Remediation
licenses?
A. AppScan Source for Remediation supports only Visual Studio while AppScan Source for Developer
supports both Eclipse and Visual Studio.
B. AppScan Source Developer allows you to run scans from CLI, while AppScan Source Remediation
allows you only to remediate security issues.
C. AppScan Source Developer allows you only to remediate security issues, while AppScan Source
Remediation allows you to run scans from within the IDE.
D. AppScan Source Developer allows you to run scans from within the IDE, while AppScan Source
Remediation allows you only to remediate security issues.
Answer: A

NO.8 Which two licenses can be used for AppScan Source IDE plug-ins?
A. IBM Security AppScan Source for Quality
B. IBM Security AppScan Source for Analysis
C. IBM Security AppScan Source for Developer
D. IBM Security AppScan Source for Automation
E. IBM Security AppScan Source for Remediation
Answer: C,D
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